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ABSTRACT: Currently safety systems are designed to warn operators when acritical fault hgppens Unfortu-
naely, thisinformation may come too late and operators are then not able to correct the potential falures. In
order to prevent system from critical faults and failure, this pgoer proposes a methodto predict the risks based
on alogica diagnoss approach and a prognoss of the consequences of the detected faults. Using the DX di-
agnoss approach, some information are added so tha physcally impossible diagnoss are avoided and the
faults differently isolated. Then, after an FMEA andysis of the system and its representation with the fault
tree method, the consequences of the faults detected are propagated into the fault tree so that risks are prog-
nodicated. Findly, onae these risks determined, a second andysis of the fault tree gives the elements of the
system to monitor in order to avoid, if possible, the previousrisks.

1 INTRODUCTION Let congder asystem = madeup:

+ asetof condituents ! = ¢,K .c, |
Currently safety systems are designed to warn . . _
operators when a critical fault happens. Detecting aset of variables | ={4.... W}
and isolating faults are the prindple of diagnaosis
techniques, like in (Hamscher et al. 1992) (Reiter
1987) (Frank 1996) (Iserman 1997. In addition,
numerousmethodsare available to andyze the risks

of asystem, detailed in (Clifton 2005) Combining a

The variation domain of a variable v ! is noted

dorT(\/).

priori risk anaysis with real-time diagnastic andysis
isan issuetargeted by this pgper. Thanksto informa-
tion coming from the FMEA andysis and a qudita
tive behavioura modd (Section 1), this pgoer pro-
poses an extengon to the logical diagnoss approach
so that physically impossible diagnoses are avoided
and the faults are better isolated, integrating the
FMEA results into the diagnoss procedures (section
2). Findly, thanksto therisk andysis of the system,
a method to predict risks online and to give key
points to follows to avoid the prognogicated risk is
propo<ed (section 3).

2 MODELLING

In this part, structural, fundiond and behavioural
modds of a system are introducd so that the daa of
onemodd can be used in another modd, especially
the integration of the FMEA results (andysis based
on afundiond modd) into the diagnoss procedure
(based on abehavioural modd).

2.1 Stuctural moddling

Let consder acondituent ¢c" ! .
The set of variables characterizing the behaviour
of ¢ (Figure) isdefined by:

- P(Q)

CH{VI,...,VS}

where P(1 ) is the set of the subsets of ! , with
card (P(' )): cerdl ).

Cdom:

Constituent

V7
System |

Fig.1: Constituent's representation

As we are interested in congituent's faults, the no-
tion of modeisintroducd.



Definition:
The set of the possible modeof a condituent c is de-
fined by:
modes(c)={CM,FM,.....FM, }
where:
* CM correspondsto the correct (nomal)
modeof thecondituent
* theFM,; correspondto specific faulty modes
of the condituent

2.2 Fundional moddlingandrisk analysis
formalism

In this paper, afundion f is described with a self-
explanaory labd and, in order to be active, is con-
sidered asrelyingon (Fig. 2):

* aset of condituents

* aset of fundions called services

For more details, a more advanced fundiond modd
isdevelopal in (Flauset al. 2006)
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Fig. 2: Function description

Jud as congituents, the notion of mode can also
be applied to fundions

Definition:
Let f beafundion. The set of the posible modes of
f, noted modes(f) are defined as :

modes(f)={normal, fmy,E ,fm}

where fm means Qailure modeQ Usudly, a failure
modeis also described with a self explanaory label.
Consdering a condituent in a faulty mode FM, the
fault modeof can lead to loss of fundions and con-
sequently to failure modes (Fig. 3).
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Fig. 3:Link between the structural and the functional model

The FMEA method (MIL-STD1623A 1983)
permits to systematically determine the causes and
the effects of failure modes. In addition, these no-
tions of cause and effect mentioned in the FMEA
method are proposd to be more specifically defined
in (DZsindeet a. 20063.

Using these notionsand the formalism of the fault
trees, the results of the FMEA andysis are repre-
sented as in figure (Fig. 4). This causality graph
modds the cause/effect relationdhips between failure
modes and fault modes. The effect of amodeA on a
mode B will be graphically represented by an arrow
from A to B. A is called the cause and B the effect
(or consquence). In addition, combinaories will be

represented by logical gates.

Fig.4:FMEA graphical representation

Cause 1

Cause 2 Failure mode

S
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Example:
The fundiond andysis of a bulb and the FMEA re-
sults are represented in Figure 5.

) )]

Fig. 5: Extract of theresults of the FMEA analysis of abulb

Not to feed with
electric current

Bulb broken

Thefailure mode Not to lightOcan be caused by
either the failure mode ONot to feed with electric
currentOor the fault mode (bulb brokenQ



2.3 Behavioural moddling

Usudly, the behaviour of acondituent c is described
by a congraint, noted C(V,,K ,V, ), relying on the

set of variables Cdonv(c). These variables can be
classified into three groups
* variables characterizing the actions coming
fromoutside
* internd variables
* variablesacting ontheoutside

In this section, different types of behavioural models
are described for the diagnoss procedures (detection
andisolation):

* A correct behaviour modd, based on con-
straints describing the correct behaviour of
the congituents

* A physcaly possible behaviour, based on
condraint describing only the physically pos-
sible behaviour of the congituents

* A faulty mode behaviours modds based on
condraint describing the behaviour of con-
stituents which are in afaulty mode

2.3.1 Correct behaviour modd

Themodd of the correct behaviour of a condituent ¢
is described by a congraint noted C, (V... ). If

the congraint is not satisfied, then the condituent is
notin thecorrect mode(CM).

Since the variables describing the system are usu-
ally contnuous the prindple of nonexoneation
(De Kleer et al. 1987) (Hamscher et a. 1992) does
not enable to condude tha the condituent is in the
correct modeif thecondraintis satisfied. Inded, the
constraint mug be satisfied for each possible value
of the variables in order to condude tha the con-
stituent is in the correct mode which is impossible
since thevariables are continuous

In this paper, a discrete abgraction of continuous
variables has been decided so tha, if the condraint
is satisfied, the constituent is conduded to bein the
correct mode To make them discrete, thar domains
are divided into areas or intervals. Thus a division
into n areas leadsto n discrete values.

For each possible value of the variables character-
izing the congraint, the correct behaviour modd de-
fines the values of the calculable variables. Thus
there may be several quditative condraints corre-
sponding to the correct behaviour.

Consquently:

* if a quditative condraint is satisfied then it
can beconduded that the condituentisin the
correct modeat this working point

* if al quditative condraints are satisfied, so
the condituent can be conduded to be en-
tirely in the correct mode

Note:

This modd is used in the DX approach. Using its
formalism, a condraint characterizing the correct
behaviour of a condituent ¢ is noted
Ces(V....,V, ) =AN(c), which means Ghe constraint

is true assuming the fact tha the mode of the con-
stituent cisnotabnamalQ

2.3.2 Physically possible behaviours modd

For a set of possible values of the variables char-
acterizing a condtituent, the possible behaviour
modd gives the set of the possible values of the cal-
culable variables (it can be noticed tha this modd
indudes the correct benaviour modd).

Usudly, when the constraints are defined, the en-
tire domains of the variables values are described.
Neverthdess, it can be interesting in some cases to
restrict these domains durnng the diagnoss proce-
dure in order to avoid the exploration of physcaly
impossible behaviours of congdituents. Then, the
condituent is said to be in a physcaly posible
mode(PPM).

In fact, it may be easier to determine the physcally
impossible behaviours and ther assodated con-
sraints. Then, the condituent is said to be in a
physcaly impossble mode (PIM). The ensuing
congtraintis noted Cy,,, (V,,K .V, ).

Example:
Let congder theelectrical circuit in Figure 6.

Fig. 6: Electrical circuit

Thebehaviour of thebulb can becharacterized by
thevariables| andL, | corresponding to the electri-
cal currentin thecircuit and L correspondng to the
lightcoming fromthebulb dependingon|l. The
variable | is made discrete with dom(1 )={N, F }:

*  ONOmeans ONo electrical currentO.
*  @-Omeansrull electrical currentO

The choice of the discretisation and the values is
arbitrary. QNoCurrent/CurrentO or (/10 could be
also chosen or any choice of theandyst.



Conaerning thevariable L, the same cut has been
decided, i.e. the presence or not of light coming
fromthebulb: dom(L)={N,F}.

Thus formally, Cdonfpulb)={I,L}.

The contraints table of the bulb (Fig. 7) can be
thusdedailed:

e Thecase I=N and L=N means Qhere is no
current and there is no lightQ This point cor-
respondsto the correct mode so to a phys-
cally posible mode .

* Thecase I=F and L=F means Qhere is cur-
rent and there is lightd This point corre-
sponds to the correct mode too, so to a
physcally possible modetoo.

e Thecase I=N and L=F means Qhere is no
current and there is lightQ This point corre-
spondsto the physcally impossible mode

e Thecase |I=F and L=N means Qhere is cur-
rent and there is no lightQ This point corre-
spondsto aphyscally posible mode

Bulb
Mode | L
PPM (CM)| N | F
PPM (CM)| F | F
PPM F N
PIM N | F

Fig. 7: Possible behaviours of of the bulb
2.3.3 Faulty modebehaviours modds

These modds specify known faulty modes (FM)
via condraints. They are used into a diagnoss ago-
rithm (next section) in order to better isolate a fault.
Indeed, the fault modewill be detected if the associ-
ated condraint is satisfied. In addition, a probability
of occurrence can be given for each fault modeand a
probability of breakdown can be both added to the
modd in order to sort the fault modes to be checked
durnng thediagnoss procedure.

Example:

Let congder the previouselectrical circuit (Fig. 6).
The case I=F and L=N means Qhere is current and
there is no lightQ This point correspondsto a faulty
mode Findly, the whole condraints describing the
behaviour of the bulb are given by theFigure 8.

Bulb
Mode | L
CM N | N
CM F|F
PIM N F
[ v [ FIN]

Fig. 8: Contraints of the bulb

Thanks to these complementary modds, diagno-
Sis procedures can be extended in order to give re-
fined results.

3 DIAGNOSISALGORITHM

This section proposs a diagnoss a gorithm based
on three diagnoss procedures and relying on the be-
havioural modds deailed in the previous section.
This agorithm is based on a logical diagnoss ap-
proach and extended so tha physcally impaossible
diagnoss are avoided, fault modes are better iso-
lated by integrating the FMEA results into the diag-
Nnosis procedures.

3.1 Diagnoss procedures

Thediagnoss agorithm which is proposd in this
paper unwilsin 3 steps

* Inthefirst step, the possible faulty constitu-
ents are determined udng the DX diagnosis
approach and the HS-tree method of Reiter
(Reiter 1987).

* The second step congsts in excluding the
physcaly imposible diagnosis from the
previousdiagnoss set usng the possible be-
haviours modd. This refinement is made us-
ing the propagaion vaue of the measured
variables like the Congraint Satisfaction
Problem (CSP) (Brand 2004) (Bessiere et a.
2001)

* Findly, thelast step uses the faulty modebe-

haviours modds to better localize the faults
among the previousdiagnoss set. The faulty
modes are checked oneby onefrom the mog
probable faulty modeto theleast ones.
In the same time, udng the results of the
FMEA andyss and the fault tree, seconday
fault modes resulting from primary fault
modes are removed from the diagnoss set.
Indeed, the seconday fault modeis only a
conequence of the primary fault, which is
theorigin of thedeection.

Step 1: Faulty constituents' detection



Using the DX diagnoss approach and the HS-tree
andysis (Reiter 1987) a set of diagnoss, noted D,
can be drawn up. This set contains a list of faulty
condituents explaining the vaues of the measured
variables.

Formally, adiagnoss setisnoted D = {4,,K ,d, }
where d; are thediagnoss. In addition, adiagnosis d
of D isaset of condituents. So

D=1.K ¢, ;K .6 K |

Step 2: Removal of impossible diagnoses

Using the posible behaviour modd, each ele-
ment of the diagnoss set is checked in order to re-
move the impossible physically diagnoss. This re-
movad is based on the propagation of the measured
vaues into the physcally posible behaviours
modd. When a diagnoss is tested, i.e. the set of
condituents involved in this diagnoss, the behav-
iours of other congtituents are assumed to be correct
and the behaviours of the constituents involved in
the diagnoss are obvioudy assumed not to be cor-
rect. The algonthm used for this step is described
below.

Algorithm: removal of impossible diagnoses
Procedure Renoval Pl D(Di agSet D, ValuesMeasuredVari -
abl esSet)
For Each elenment d of D fromthe nost nmultiplicity
degree to the | east one Do
For Each constituent ¢ involved in d Do
Propagate the val ues of the neasured variables
into the graph assuning that the other constitu-
ents behaves correctly
If the behaviour of any constituent is said
to be inpossible Then
Remove d
Remove every elenment of D where ¢ is in-
vol ved
Restart wWith new el ement of D
EndIf
EndEach
EndEach

EndProcedure
Step 3: Fault mode isolation

Using the faulty mode behaviours modd, each
element of the diagnoss set is andyzed in order to
determinewhich faulty modemay explain thevaues
of the measured variables. This information permits
to refine the isolation because the fault mode de-
scribes specified types of possible faults of the con-
stituent.

In addition, ugng the fault tree, each seconday
faults modes resulting from the consdered primary
fault modeare removed. Indeed, the seconday fault
mode is only a conequence of the primary fault
mode

These both procedures rely on the diagnoss set
resulting from step 2 and are peformed togeher.
Each diagnoss is selected and each constituent are
sorted from thar probability of occurrence. Then
once a constituent selected, each of its fault modeis
checked from the highest probability to the smallest
by verifying thevaues of the measured variables as-
suming that the behaviours of the other congituents
are correct.

Note:

The probability of occurrence of a fault F of a con-
stituent and the probability of occurrence of an asso-
ciated fault modeFM are linked:

P(F! FM)

P (FM FW

Algorithm: di agnoses refinenent
Procedure Refinenent(DiagSet D, ValuesMeasuredVari -
abl esSet)
For Each elenment d of D fromthe nost nmultiplicity
degree to the | east one Do
For Each constituent c¢ involved in d starting
fromthe greatest probability Do
For Each possible fault nmpde of c¢ starting
fromthe greatest probability Do
Propagate the variables' values involved in
the constraint into the graph assum ng that
the other constituents behaves correctly
If the values of the neasured are veri-
fied Then
Replace c by its fault nbde minto the
di agnosi s set
Renoval SecondaryFMm fault tree)
EndIf
EndEach
EndEach
EndEach

EndProcedure

The following procedure conssts in determining
the secondary fault modes resulting from primary
fault modes, i.e. the fault modes of the diagnoss set
coming fromthestep 1 and 2.

Procedure Renoval SecondaryFM Faul t Mode FM Fault Tree
FT)
Propagate the fault npde MF into the fault tree FT
ForEach resulting fault nodes m and their associ-
ated constituent ¢ Do



If the fault nobde mor the constituent ¢ is in-
volved in a diagnosis d in D Then
If every gates can be gone across (i.e valid)
bet ween MF and m Then
Remove m and/or ¢ in every elenent of D
where they are invol ved
EndIf
EndIf
EndEach

EndProcedure

3.2 Example

Let congder the overhead projector represented in
Figure 9.

Overhead projector

B2l

Fig. 9: Overhead Projector
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The involved condgituents are as follows. The plug,
the switch, the bulb and thefan.

The variables characterizing the system are as fol-
lows:

* P, corresponding to the postion of the plug:
inserted (P=IN) or out (P=0UT)

* 11, correspondngto the presence | 1=F (Full)
or the absence 11=N (Noné of current com-
ing fromtheplug

* A correspondingto the postion of the switch:
A=ON or A=OFF

* 12, correspondngto the presence 12=F (Full)
or theabsence I12=N (Nong of current going
across theswitch

* L, corresponding to the presence L=F (Full)
or the absence L=N (Noné of light coming
fromthebulb

* V, corresponding to the presence V=F (Full)
or the absence V=N (None of wind coming
fromthefan

Formally:
e CdomPlug)={P,11}
* Cdom(Swtch)={I1,12,A}
*  Cdom(Bulb)={I2L}
* Cdom(Fan)={I2,\V}

The congraints and the different behaviour models
are represented by thegraphin Figure 10.

Bulb

Switch mode 12| L
te cM | N[ N
Plug mode L] AR c™ ElF
mode | P | 1L gm z 2? : PM | N| F
cM |out| N
P VIR ] oM | F o N Hi2
cM | F |oN| F
PM |out| F
PM | N |ON| F Fan
c™M | N[N
[ Fvi [ F Jore[ F c™m | F|F
°

Fig. 10: Contraints of the overhead projector

We condder the following event: Orhe overhead
projector is runnng, so there is light and wind. The
teacher wants to shut down it. The plug is inserted
(P=IN), the switch is turned into OFF, and there is
gill light (L=F) and still wind (V=F)Q

Step 1:

Using the DX approach, 3 tests can be drawn up
(Tab. 1), withtest 1 false, test 2 false and test 3 true.

Plug Switch Bulb Fan
Test1 X X X
Test 2 X X X
Test 3 X X

Tab. 1: Results of the diagnosis analysis from the DX approach

Then, usng the HS-tree method (Reiter 1987) the
diagnoss set is: {{Plug}, {Switch}, {Bulb, Fan}}

Step 2:

Now, usng the algorithm described previoudy,
potential phydcally impossible diagnoses are re-
moved. . )

For ingance, let consider the diagnoss (PlugOas-
sumed not to behave correctly. By propagéing the
values of the measured variables, this assumption
and the fact tha the other condituents correctly be-
have lead the physcaly impossible behaviours of
the bulb and the fan (Fig. 11). Thus @PlugQOis nat a
possible diagnosis. In the same way, Bulb and FanO
are notphyscally possible diagnosstoo.

Bulb

Swiitch mode | 12 | L
td cM | N| N
Plug mode | 1| A| 2 (m\ FIF
O SO
mode | P | 11 gm/l¥: %F': : PM \\N (FJ
PP(CM) [OUT| N PP [ F[N
P 1 oM | F [oFF| N 12
PPCM) | N | F
o Tour F /cMm [ F [oN| F
IN et PM_| N|ON| F Fan
PP_{INKNJ PM | N |oFF| F mode | 12 | V
PP(CM) | N | N
(t) PRCW | F | F
PM (N X F
OFF PP [ F[N

Fig. 11: Graphical representation of the step 2 procedure



Consquently, the becomes:

{{Svitch}}.

diagnosis  set

Step 3:

Let consde the system in Figure 12. This system is
made up two circuits: the first one with an air-
conditiona and the second onewith acomputer.

Air-conditioner Computer

Plug 1 Plug 2

Fig.12: Computer and air-conditioning

The variables describing this system are as fol-

lows:

* P1, corresponding to the postion of the plug
1:inserted (P1=IN) or out (P1=0UT)

* 11, corresponding to the presence | 1=F (Full)
or the absence 11=N (Nong of current com-
ing fromtheplug 1

* A, corresponding to the presence (A=F) or
the absence (A=N) of cooling air coming
fromtheair-condtione

* P2, corresponding to the postion of the plug
2: inserted (P2=IN) or out (P2=0UT)

* 12, corresponding to the presence 12=F (Full)
or the absence 12=N (Nong of current com-
ing fromtheplug 2

* S corresponding to thefact tha the computer
is running (S=OK) or not (S=NOTOK)

The congraints of this system are represented in
Figure 13.

Plug 1 Air-conditioner
mode | P1| 11 mode | A
CM |ouT| N CM | N| N
& CM | IN| F 11 cM | F | F _®
PIM |OUT| F PM | N | F
Plug 2 Computer
mode | P1 | 2 mode | 12 S
CM_|OUuT| N cM | N| oK
P2 cM | IN | F 12 om | F notok| \ >
PIM |OUT| F PIM | N | OK
v ¥ [notor]
Fig. 13: Constraints of the computer and the air-conditioning

systems

In this step, the type of fault modes of each diagno-
sis will betested in order to better isolate the fault.
For this step, we need the fault tree of this system,
given by theFigure 14.

Fig. 14: Fault tree relying on the FMEA results

We consder the following event: Orhe tempera-
ture of theroom is about 39;C. The air-conditioner
may be not opeaating (A=N) athoughthe plug 1 is
inserted (P1=IN). A student tries to run the com-
puter but it seems not to be opeaating (S=NOTOK)
athoughtheplug 2 isinserted (P2=1N)Q

According to the DX approach, the tests are rep-
resented in Table 2.

Plug 1 Air-C
Test1 X X

Test2 X X
Tab. 2: Results of the diagnosis analysis from the DX approach

Plug 2 Computer

In this example, both tests are false and there are no
physcaly impossible behaviours, so the diagnosis
set remained as follows:

{{P lug1Plug2}{PluglComputer},
{Air-C,Plug2}{Air-C,Computer}}

The probabilities of occurrence of faults and fault
modes are given in Table 3.

Constituent | Probability of occur- | Probability of occur-
rence of the fault rence of the fault
modes
Plugl 10'/h 10°
Plug2 10'/h 10°
Air-C 10/h 10™
Computer 10°/h 10*

Tab. 3: Probability of occurrence of faults and fault modes

Among the diagnoss set, the set {Air-C, Com-

guter} has the highest probability of occurrence (10

/h). Each of these faults has only one fault mode
with the same probability. By propagating thevalues
of the variables in the constraint associated to the
fault modes FM(Conputer) and FM(AirC), no in-
consstency appears. So these fault modes can re-
place thefault.

Moreover, in the fault tree, the fault mode of the
air-condtione leadsto the failure modeof the com-
puter Not to runO(seconday failure mode) because
of the high temperature. So, the fault mode of the
computer has to be removed from each diagnasis
subsets. The same reasoning can be made on thedi-
agnoss {PluglConputer}. The other diagnoses are
not changed.



Findly, thediagnoss set becomes:

{{P lugl,Plug2}{PluglCemputer},
{Air-C,Plug2}{Air-C, Cemputer}}

4 RISK PROGNOSTIC

Using the results of the diagnoss and the results
of the FMEA andysis of the system, this part pro-
poses amethodto predict risks.

* Step 1: detecting and isolating fault modes
(section 3)

* Step 2: propading these fault modes into
thefault tree to deerminetherisks

* Step 3: to andyze the fault tree to determine
the elements to monitor in order to avoid
theserisks

The fault modes which are coming from the diag-
nosis andysis can be propagaed into thefault treein
order to determine the possible risks (DZsindeet a.
2006a, 2006b)

Moreover the elements to be monitored can be
drawn upin order to avoid therisks by analyzing the
fault tree.

For indance, let consder the fault tree of the
overhead projector (Figure 15).

Risk

Not to light

Plug

broken

Element permitting
to avoid the risk

Not to air

Diagnostic

Fig. 15: Fault tree of the overhead projector

Let consder tha the result of the diagnoss ago-
rithmisafault modeof thefan. Thefault tree andy-
sis shows that the fault mode of the fan can lead to
the burst of the bulb. In addition, this andysis aso
shows that to avoid such a situaion, the supply has
to be shutdown.

5 CONCLUSIONS

Thanks to quditative behavioural modds and a
formalism of the FMEA results, a diagnoss ago-
rithm based on a logica diagnoss approach has
been proposd in orde to avoid physically impossi-
ble diagnoses and to refine the diagnoses set. In ad-
dition, using the FMEA results, the coneequences of
the fault modes detected can be prognosicated, so

tha measures can betaken to try to avoid these con-
sequences. Both methods were illudrated by two
examples.
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