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Abstract. This paper presents a fault isolation method, which is able to handle large
scale distributed industrial plants. The method relies on a logical approach, which has
been improved in order to soundly take into account doubts in the decisions provided
by detection tests. Formal logic of consistency based diagnosis has been extended
into a fuzzy logical. These techniques have been implemented within the EC project
named MAGIC and applied on hydraulic looper. Copyright © 2004 IFAC.
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1 INTRODUCTION

Monitoring and diagnosis of physical systems is a
major research area in control and computer
sciences. Many different kinds of detection
algorithms dedicated to dynamical systems have
been designed by control scientists (Frank et al.,
2000; Isermann, 1997; Patton et al, 1997). The
probably most common approaches rely on signal
processing and on analytical models representing the
system's behavior to be diagnosed. These models are
used to design detection tests generating symptoms
usually either based on parity relations or on state
observers.

Most of the detection algorithms are useful
depending on the information available about
systems to be monitored. Therefore, common issues
of industrial applications are: firstly, they require
different kinds of detection algorithms and, secondly,
physical systems are spatially distributed.

This particular problem is tackled by an EC-research
project called, “Multi-Agents-based Diagnostic Data
Acquisition and Management in Complex Systems
(MAGIC)”. It aims at providing general purpose
distributed software architecture and a set of tools
that may be used for detection and diagnosis analysis
of complex dynamical systems (Koppen-Seliger et
al., 2002). As mentioned in the project name, the
MAGIC system relies on a multi-agent paradigm.
Each agent of the MAGIC system is specialized.
Each detection algorithm within this architecture is
embedded in an agent able to communicate with the
rest of the MAGIC system Agents. The diagnostic
analysis, which is in the scope of this paper, is
handled by another specialized agent called
“Diagnostic Decision Agent”. This agent has to cope
with the problem of computing diagnoses whereas it

does not have much information about each detection
algorithm. This paper describes the information that
each detection algorithm is supposed to provide to
this agent and it also presents how this information is
processed in order to compute the possible diagnoses.

Diagnosis is usually decomposed into two steps. The
detection step provides symptoms from detection
tests relying, for instance, on analytical, signal or
data based models. The symptoms result usually
from a decision based on thresholds. It determines
whether there are faults in the sub-system checked or
not. However, the dichotomic nature of the decisions
added to the rigorous meaning of the inconsistent
result (Ploix et al, 2003a) leads to increase the
detection thresholds in order to avoid false alarm.
Therefore, an insensitivity of the diagnostic system is
resulting. To improve the diagnostic system
performances, MAGIC system allows symptoms in
the form of degrees of truth i.e. uncertain decisions
providing that the uncertainty is quantified. It is
presented in section 3.

The isolation step collects symptoms from the
detection one. It has to provide all the possible
diagnoses. A diagnosis may be literally defined as a
state of a physical system consistent with the
available symptoms. This paper deals exclusively
with a consistency based diagnostic method (Reiter,
1987; De Kleer, 1987) but it may be easily extended
to signature table based method, which has some
links with the previous one (Cordier, et al., 2000)
(Ploix et al, 2003b). Section 4 examines how logical
diagnostic analysis may soundly take into account
uncertainties in detection test decisions. To validate
the theoretical aspects, the paper ends (section 5)
with an application of diagnostic reasoning to a
industrial plant provided by some partners of the
MAGIC EC project: a hydraulic looper system within
a rolling mill (Stticher, 2003).



2 PROBLEM STATEMENT

As detailed in (Ploix et al, 2003 a), some information
about detection tests is required for diagnostic
analysis to process diagnoses. Let's first define a
detection test and then point out the required
information. Firstly, a detection test implicitly refers
to physical variables representing measurable model-
independent knowledge about actual system states.
The notation [x] means that x is a physical variable
(or a vector of physical variables). These variables
may lead to known values or not. X denotes the
known values of [x]. It may be provided by
measurement or it may be known because a variable
is controlled or because its value is assumed (an
ambient temperature may be assumed to be equal to
20°9).

For fault diagnosis, a component, denoted by C; may
be described by one or several elementary models:

EM,: (ri([x],f(),vi ([x].%).h, (Cj)) (1)
where

e r([x],X) denotes an elementary analytical

relation, called constraint in (Declerck et al,
2000), representing partially or totally the
behaviour of a component C; in a given state h;.
It is a relation between physical variables and,
possibly, known values. It may be any kinds of
model such as differential equations, neural
networks,...

e V([x].X) defines the validity of the previous

relation, in other words, it depicts when the
elementary analytical relation is suitable or not.

e h;isa logical proposal, called component state, of
which the subject is a component C; and the
predicate is a state. This proposal depicted the
component state modelled by the elementary
relation and the validity of this elementary model.
Notation coming from circumscription theory
(Mc Carthy, 1986) has been adopted: a
component C; behaving normally will be

described by hi==AN(C)) If this component is
altered by a specific fault D, it will be written as
follow: M=D(Cj)  Note that the following
implication always holds: D(Cj)=AN(C)) put
the equivalence would be false.
A subsystem model is a set of elementary models
EM; (in order to simplify the notations, the variables
intervening in elementary models are omitted). Its
behaviour is depicted by the union of all the involved
elementary models relations. Its validity is equal to
the conjunction of elementary model’s validities. The
state of the subset is equal to the conjunction of the
component states of the elementary models.
Nevertheless, a subsystem exists only if there is no
contradictions in component states
(gathering "AN(C ) and  fault(C;) in the same
subsystem for example) and if there at least a valid
set point (avoiding the validities h>50 and
h<30 in the same subsystem for example). It means
that there must be some operating set points where
the subsystem model is valid and where elementary
model states do not contain two contradictory states:

(L}r (%), v (X1 %) A j 1)

N KAV () =
with mh. = false and Bx/wv.(x) true

A subsystem will be qualified as testable when it may
lead to a detection test, which is a testing function
containing only known variables. Methods for
discovering testable subsystem, sometimes called
Analytical Redundancy Relation, are proposed in
(Declerck et al, 1991).

Because detection tests are distributed, only some of
their characteristics are known by the diagnostic
analysis system. Let's define a detection test as it is
known by the diagnostic analysis system.

Let X be a physical system made up of a set ¢ of
components, whose individual elements are denoted
by Ci. Let #, be the set of modelled component

states h; of X:
#.{h; : & — {true, false} | )

Let (t) be a temporal sliding sequence representing
the sampling times for known values required at each
detection algorithm step:

7 {rir o z(t)={t+ A, t+A } Vi A e
®)

Let & be a set of observation sequences related to
the time sequence (3):

ix:{i(r(t))er”:nen,ter} (4)
Then, a function t,, defined by:
# C#
t ztk < %tk (T(t))
“ -0y ("tk )

where —o, (%, ) and v, (x, ) are logical proposal

. . . ®)
is a detection test if:

Vi o, (;tk )/\utk (;tk ) = —.f%k where 'ﬁftk = A h

h; €%,

(6a)
Vi, -, (;tk ): no information about ,’%k (6b)

where O-tk(') is a testing function and Y, is a validity
function.

Relation (6a) is the basic definition on a detection
test. Because of the implication, it does not assume
exoneration. Relation (6b) means that if a detection
test is invalid, the detection test related component
states may be either true or false.

Because the detection test may lead to uncertain
decision, fuzzy logic concepts have been used
(Zadeh, 1965). The truths of testing and validity
functions 7'9t, and Yt, may belong to [0
1]. 70 =1 means that the detection test is surely
inconsistent and O that it is surely consistent. 0.5
stands for dubious decision (impossibility to decide
between consistent and inconsistent decision). For
instance, 0.2 means that the possibility for
inconsistency is 20%, and, in a complementary way,



the possibility of being consistent is 80%. These
symptoms are provided by the distributed detection
tests.

The truth of validity is also a membership degree. It
depicts for instance whether the related model is
valid at the current set point or not. Consider for
instance a linear model designed to fit around the
vicinity of the operating set point. The validity will
tend to zero if the actual set point move far from the
reference one.

3 SYMPTOM PROCESSING

Symptoms, composed by rough results Utk(-) and

U, , should be collected from distributed detection
tests. However, these rough results are not directly
used for diagnostic analysis. Firstly, for each

detection test, decision 9t and validity Yt have to
be merged in order to get the truth, denoted by T()),

of the detection test related hypothesis #:, defined in
(5) and (6a). Then, the past results have to be
considered in the diagnostic analysis.

Merging the results Urk(-)and U, has to be done
according to detection test definitions (6a) and (6b).

First consider (6a). It may be transformed according
to the following inferences:

— -0, (Ztk )/\ v, (itk ) = _é;tk
—>ﬁ(ﬁ0'tk (Ztk )/\U(Z,k ))vw’%k @)

_)_'(_'Gt (;I ))V—M)[ (Z[ )Vﬁﬁt
i\ e\ k

The truth of the last proposal may be calculated
according to fuzzy logic arithmetic. Summation has
been used for disjunction:

ST (ﬁ(—.qk (%, ))v -, (5 )v-

—>min(1,2—,uﬁd—yu+yﬁ,ﬁ;‘)=l
S PR TR
where
H s :T(_‘Gtk )l u, =T (Utk) and Hg =T (_":;’}lk)

Consider now the definition (6b). It leads to the
following property:

#,=0=>u =05 ©)

Therefore, a merging function has to satisfy the
properties (8) and (9). Nevertheless, lots of functions
may be possible. The function should hold for any
kinds of diagnostic analysis, including structural
analysis coming from FDI community, which
exonerates assumptions of detection tests without
alarms. A merging function still valid in case of
exoneration would be more interesting. However, the
existence of such a merging function has to be
checked. If it exists, then the following proposal
should thus be considered as true:

The truth of this proposal may be written as follows:

—>min(l,2+/1ﬁg—,uu—/1 ~)=1

DU <l+p,—u,

The possible area for a merging function satisfying
properties (8), (9) and (10). Therefore, a unique
merging function valid for diagnostic analyzes with
or also without exoneration exists.

The unique linear merging function may be written:

1+(21, -4,
4 may be seen as a membership to the decision of
inconsistency between measurement and model i.e.
the membership to alarm decision. x _, =1 means
that there is an inconsistency without any possible
doubt. x _ =0 means that there is no reason for
suspecting an inconsistency and x _ =0.5 means

that it is impossible to decided between alarm or not.
These decisions may be obtained thanks to 2
thresholds on residuals.

The merging function shows that the confidence level
4 is equal to the decision x_, if the validity is
equal to 1. The confidence level regularly tends to
0.5 (impossible to decide) when the validity of the
detection test decreases.

Confidence levels related to a detection test are
performed at different times. However, decisions are
not independent. For instance, if x . (t)=1 and if

(11

7 (t') =0 when t’>t, it means that an inconsistency

has been detected at time t and that it has disappeared
at time t'. However, a fault does not necessary lead to
a alarm at any time: a fault may be visible only
during some operating modes, during some transient

behaviours,... Therefore, even if u . (t')=0, the

final decision, denoted by «" _ (t'), may infer that

an inconsistency has been detected and that it is still
considered. A forgetting sliding time window has to
be defined.

If all the components are subject to permanent fault,
i.e. the component states cannot change without a
human operation, the size of forgetting sliding time
window will be infinite and the worst case, i.e. the
best symptom indication, has to be memorized:

H (1) =sup (u; (7))

Nevertheless, all components may not be subject to
permanent faults, in particular in electronics and
computer systems. Consequently, each component C;
is characterized by a typical recovery time t(C)),
which represents the time period below of which the
component C; can not have recovered its normal
state.

Considering a detection test ty, the typical recovery
time corresponds to the time where normal state may
be recovered whatever the abnormal state was.
Because the abnormal state is unknown, the size of
forgetting sliding time window corresponds to the
minimum of the typical recovery time of the involved



components:
7. =minz(e(h))
The final confidence level is given by:
u ()= sup U (T (12)
—.W( ) ng—ghtzi;:‘ r(@(hl))( —\W( ))
For the sake of simplicity, no distinction will be
made in the following between . (t) and

Hy (1)

4  MANAGING UNCERTAIN DECISION IN
LOGICAL ANALYSIS

Logical, also called consistency based, diagnostic
analysis has been introduced in (Reiter, 1987) and in
(de Kleer et al, 1987). This section deals with an
extension of this theory to dynamical system
provided in (Ploix et al, 2003a) able to cope with
state observers and parity relations. It examines how
uncertain decision influence logical analysis.

1.1  Diagnoses calculation

A distinction is made between situation where all the
results provided by detection tests are not surely
inconsistent and situation where there exists at least
one surely inconsistent detection test.

The first situation is defined by: vtz , €[0,1]. In

this case, the possible diagnoses are given by:

U W} (13)

D,y ={—h, /h, e
i //141“ E]OY]‘[

Let's prove this result. Let 7, be the set of uncertain

detection tests: 7, = {ti lu, e ]0,1[} :
By definition, each test of 7, may lead to a consistent
or an inconsistent result. Considering situation where

only one testi€7yis inconsistent, the minimal
diagnoses are given by: {—.hj Ihy e #(t, )} :

Consider now situations where several tests ti:ies are
inconsistent. Each diagnosis may contain one or
several hypotheses —h;. However each fault
necessary appears at least in one of the diagnosis
obtained in considering only one inconsistent test
ti.ing. Because only minimal diagnoses are considered,
only diagnoses containing only one faulty
assumption has to be considered. All the minimal
diagnoses are then given by:

U {=h; 7h e #(t)}

€7
This union yields (13).
Let's consider now the second situation where there
exists at least one surely inconsistent detection test.
Let 7. be the set of surely inconsistent detection
tests:

7=t lu g =1

Let 2, be the logical diagnoses calculated according
to the Reiter's algorithm. Each element d; of 2
explains the conflicts bring about inconsistencies
involved in 7.

If detection tests from 7. cannot be consistent, other
detection tests from 7, may lead either to consistent
or to inconsistent results. If all the tests of 7, are
consistent, no more conflict appears and the
diagnoses will be given by 2. Assume now that
some detection tests of 7, lead to inconsistent results.
Therefore, a diagnosis d; from 2, may not explain the
additional conflicts and some more hypotheses —h;
should be added to d; in order to explain all the
conflicts. However, because d; is also a diagnosis, d;
plus additional assumption will not be minimal.
Consequently, the minimal diagnoses are all given by
D..

1.2 Truth of the diagnoses

The two previous situations will be also distinguished
in this part.
In the first situation where 7.=1, the truth of a
diagnosis —h; is equal by definition to:

T(=h)=1-T(h) (14)
T(h;) may be calculated in searching the detection
results such as —h; is not involved into any diagnosis.

Denoting 7y, the set of detection tests, which do not
refer to h;:

7, =(t/h e (1))
all the detection results that do not involved h; are
given by:
h; = /\W(ti)
t ey
Therefore, the truth of the expression (18) may be
calculated:

%T(ﬁhj)zT[ﬁ/\ﬁ‘(ti)J:Ti Vﬁé‘(ti)} (15)

t ey ey

- ,uﬁhj = {223((/14}(“))
Let consider now the second situation where 7.#1 .
The truth of each diagnosis d; of 2. has to be
calculated. The diagnosis d; will appear if:
d = A—#(t)
€%

Because of the minimality, the diagnosis is
independent of the results of the detection tests of 7,.
Therefore,

vd, eDC,T(dj):T(A—“ZAf(ti)le (16)

e
1.3 Circumstantial plausibility

Logical diagnostic analysis do not consider
consistent detection tests because there results are
unreliable (a consistent result does not prove the
absence fault). Nevertheless, consistent detection
tests may provide some interesting information.

Therefore, a circumstantial plausibility (also called
contextual measurement) has been introduced in
(Ploix et al, 2003a). Here, a slightly different
circumstantial plausibility has been introduced. It is
rather closed to the structural approach because it
checks if the fault signatures are closed to the
detection results. However, because a strict
equivalence between a fault signature and the



detection test results is a strong constraint, a
hamming distance between detection test results and
the expected symptom of a fault is calculated. This
distance is based on a 1-norm. It may be logically
defined by:

ZT(ﬁahi e(#(—d)n%(t)) =

n(d)="= card (7)

#(t))

(17)
The main expression is transformed by logical
inferences:
(t)

> —3h e (#(~d)n%(t)) = %
—><3hi€( (—d)n#(t) ;’4’7( )/\
(=3n e(ﬂ(ﬁd)mw( ))v—#(t))
(~3h < (= <ﬁdm< >> ()

(B e(#(—d)n# (1) A% (1)

The truth of the last expression leads to:
T(W(ﬁd)mﬂ(ti):@)yﬁé(n)+ )
T(#(d)n#(t) # @) (Lt )
T(w(ﬁd)qu(ti):@)(1_ﬂﬁé(tl))+

T(#(—d)n#(t) = @)ﬂﬁ@(q)
Thus, definition (21) leads to:

T(#(=d)n#(t)= Q)(l‘ﬂmti))Jr

i LT (#(—d) N (L) = D) u

n(d)= card(7) =

(18)

5 APPLICATION ON HYDRAULIC
LOOPER PROCESS.

The method presented in the fourth first sections
have been applied to the diagnosis of an hydraulic
looper, which is a part of a rolling mill. This
application stands for a first tests of the diagnostic
algorithms within the MAGIC EC project. The
purpose of the hydraulic looper is to establish and
hold the appropriate tension of metal strips. On fail,
so-called cobbels will occur, which are severe strip
damages, disabling further processing. On failures
like this the mill will stop until the remaining parts of
the strip are removed. Therefore reliable looper
function is required for obtaining a stable rolling
process.

— PPMS
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Figure 1: Hydraulic Looper ProcessThe physical
process is divided into three parts:

o electric control

e hydraulic transmission, consisting of servo valve,
pipes and cylinder

e mechanical system

The list of components appearing on figure 1 is the

following: C;: valve, C,: pipel, Cs: pipe2, C4: P,

sensor, Cs: P, sensor, Cg: cylinder, C;: mechanic arm,

Cg: position sensor.

According to the process model and to the available
measurements, all the possible testable subsystems
have been computed thanks to digraph based
algorithms mentioned in (Declerck et al, 1991). The
compositions of the three possible detection tests are
summarized in table 1. The first one checks the
maximum looper's position, which should be equal to
70°, the second one checks the minimum position,
which should be equal to 10° and the last one
consists in applying a force step and then to
dynamically check the looper's position. It should
looks like an hysteresis. These tests have been
described in (Stiicher et al, 2003).

Table 1 summarizes the three detection tests t;, t, and
t3. Each test t; is related to a conjunction of

component states /) AN (Ci) from ; ie. The
detection test t; checks whether components C,, C,,,
Cs,, C4,, Cs and Cg are normal. Therefore, test t; is
sensitive to faults on C; but insensitive to faults on
C;and Cs.

“AN() C C, C; Ci Cs Cs C; GCg
T 1 1 1 1 1 1

T, 1 1 1 1 1
T, 11 1 1 1 1

Table 1 - Signature table

Test t; and t, can be implemented in the form of
causal graph based detection algorithms (Garcia-
Beltran et al, 2003) and the third one in the form of
neuronal network based detection algorithms (Marcu
et al, 2003). Consider the results provided by the
detection tests (ty, t,, t3). This results corresponds to
the rough detection decisions given by

(1.,)=(1,0.2,075) and (4,)=(0.6,1,0.8)

According to formula (11), these results have been
merged into the final symptoms given in (19):

(/uﬁé(tl)"uﬁé(tz) 'uﬁﬁf t3 ) (O 8,0.2,0. 7) (19)

Formal plausibility has been computed according to
formula (15) and circumstantial plausibility
according to formula (18). These results are
summarized into table 2.

Diagnoses: Cl Cz Cg C4 C5 Cs C7 Cg
AN()



Formal 08 08 08 08 08 08 07 02
Circums- 0.77 0.77 063 057 057 057 037 0.23
tantial

Table 2 - Logical diagnoses

Because no one detection test has leaded to a certain
decision, diagnoses are rather pre-diagnoses because
it is not certain that a fault is present. In this context,
each possible diagnosis involves only one
component. Table 2 shows that formally, each
component of the hydraulic looper is suspicious,
although component Cs (position sensor) should be
considered in the last resort and component C;
(mechanic arm) is less plausible that the first six
components. Among these components,
circumstantial score gives more importance to a fault
on C; (valve) or on C, (pipel) because their
signatures are closer to the symptoms given in (19).
They should be checked at first. Notes that
component C; and C, are indistinguishable as much
as components C,, Cs and Cg because they have the
same signature in table 1. Therefore, they get always
the same scores.

Consider now the following test results witch
corresponds to the tree detection tests (t3, tp, t3)

given by: (., )=(1,0.251)and (x,)=(1081)
It leads to the following symptoms:

(Iuﬁﬁ‘(tl) ! ’uﬁﬁl‘(tz) ' :uﬁq}(tg) ) = (1, 03, 1)
The diagnoses are summarized in table 3:

Diagnoses:  AN(C1,) AN(Css6)  AN(C3) “ AN(C)
Formal 1 1 1
Circumstantial 0.9 0.77 0.77

Table 3 - Logical diagnoses

Because they are some certain negative decisions,
one of the provided diagnoses is necessary true (if
detection test results are reliable). The diagnoses
corresponds to those provided by Reiter's algorithms.
Nevertheless, additional information are provided:
circumstantial scores give more importance to a fault
on component C, or C,, which are indistinguishable.

6 CONCLUSION

This paper shows how to manage uncertain decisions
of detection tests in diagnostic analysis of large scale
distributed complex systems where very few
information is known about each detection
algorithm. The presented results are an extension of
the consistency based diagnosis theory. They have
been inferred by extension of crisp logic definitions
to fuzzy logic definitions.

The results provided in this paper allow handling
situations where fault are not fully confirmed. In
such cases, indications on possibly faulty component
or on deteriorating components may be provided.

An industrial application has been presented in order
to demonstrate the richness of the provided
diagnoses.
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